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RFID tags are subject to viruses
By Jeremy Kirk, IDG news service
Three computer science researchers are warning that viruses embedded in radio tags used to identify and
track goods are right around the corner, a danger so far overlooked by the industry's high interest in the
technology.
No RFID viruses have been released live as of now, according to the researchers at Vrije Universiteit in
Amsterdam. But RFID tags have several characteristics that could be engineered to exploit
vulnerabilities in middleware and back-end databases, they wrote in a paper presented at a conference in
Pisa, Italy

"RFID malware is a Pandora's box that has been gathering dust in the corner of our 'smart' warehouses
and home," the paper stated.
The attacks can come in the form of a SQL injection or a buffer overflow attack even though the tags
themselves may only store a small bit of information, the paper said. For demonstration purposes, the
researchers created a proof-of-concept, self-replicating RFID virus.
It only took a master's student at the university, Patrick Simpson, four hours to write a virus small
enough to fit on a RFID tag, something previously thought unworkable, said Andrew S. Tanenbaum, a
professor at Vrije Universiteit Amsterdam. RFID tags can contain as little as 114 bytes of memory, he
said.
Tanenbaum expects vendors to be angry about the publishing of the code. Vendors have dismissed the
possibility of RFID viruses, saying that the amount of memory in the tags is too small, he said.
"You publish all of the code on the website, and all of [a] sudden, [vendors] are going to start
panicking," Tanenbaum said. "This hopefully will make them take it seriously. This is a wake-up shot
before this stuff is deployed in a large scale."
The purpose of the exercise, the authors wrote, is to encourage RFID middleware designers to be more
careful when writing code. Back-end middleware can contain millions of lines of source code, and if
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software faults number between six to 16 per 1,000 lines of code, the programs are like to have many
vulnerabilities, the paper said.
RFID tags are increasingly being used in a variety of industries to track items and give a real-time view
of inventories. The tags contain data on a particular object or, in some cases, embedded in animals, and
that data is typically stored in a database.
Companies can save money by using the tags to keep closer tabs on their property. However, this
"pervasive computing utopia has its dark side," the authors wrote.
RFID systems may be attractive to criminals since the data contained on them may have a financial or
personal nature, such as information stored on digital passports. In addition to causing damage to
computer systems, RFID malware may have an effect on real-world objects, the paper said.
Airports are looking to RFID tags to better track baggage. But Tanenbaum warned that this application
could pose a large problem if an RFID tag is read and delivers a much larger set of data in return.
A false tag on a piece of baggage could exploit a buffer overflow, delivering a virus to the RFID
middleware, according to Tanenbaum. Once the virus code is on the server, it can infect the databases
and corrupt subsequent tags or install "backdoors" - small programs that allow for the extrication of data
over the Internet, he said.
"You can hide baggage," Tanenbaum said. "You can reroute baggage to the wrong place - all kinds of
mischief. That'
s I think a very, very serious thing that even has national security implications."
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IDG's Endpoint Security 2006 Conference, London 29th & 30th June.
Join the IT Heads from ICI, DKW, Linklaters, Boeing & BetFair to discuss protecting Endpoints
& Maintaining IT Security.
Designing a backup strategy is very complex for SMBs with limited resources.
Learn the challenges of protecting critical data and how EMC Insignia helps design a strategy
that'
s easy to implement and maintain.
Wireless Enterprise Symposium 2006
Orlando, Florida May 16-18 The BlackBerry event of the year. Register now!
Data Recovery Support Programme - Protect your company data
The Corporate Support Programme is specifically designed for companies who want to benefit
from preferential data recovery services and tariffs. It provides you with a seamless solution to
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lost or inaccessible data, maximises end-user productivity and minimises costs.
Managing and Securing Data in the Modern Business
A compelling one-day seminar on data storage and security challenges and solutions from leading
independent industry analysts Macarthur Stroud International – Heathrow 4th April, Manchester
6th April. End users register for free.
Put the power of Windows embedded in your next great device
Windows CE provides hard real-time capability to the robots of Chaveriat Robotic and powers a
user-friendly handheld device which enables factory floor personnel to make program changes
quickly.
Keeping you up to speed with mobile broadband
Explore the capabilities of 3G with Ericsson.
Slim, Trim, Midsized Archiving from £899.99
Now you can get all the benefits of the industry-leading active archiving solution-with the
capacity and price that'
s right for your business.
Serial Technology is here - and will revolutionise the storage market
How can you benefit? Increase your business'
s profit and Win great prizes - Playstation PSP'
s,
Apple iPOD'
s and more. Click here to Register today - win and learn more.
Operational BI: Taming the Data Explosion
Organizations operating in today'
s global economy are faced with unprecedented competitive and
regulatory pressures and a heightened level of uncertainty. Click here to download a FREE white
paper.
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