RFID Chips: Is your cat infected with a Computer Virus?

Rfid Tags

Search Our Huge Selection of
Quality RFID Components Here!

Gen 2 & ISO RFID

RFID Systems & Implementation.
RFID Tags, Readers & Printers.

Page 1 of 5

TagsWare RFID Software

Free 30-day trial. Download RFID
software and build solutions
today.

Rfid Chips

Find Exactly What You Need Contact Suppliers & Search
Catalogs

Ads by Goooooogle

Advertise on this site

| Click for the Finfacts Ireland Portal Homepage |

Finfacts Business News Centre

INTERNATIONAL
Latest Headlines

News Main Page
News
Irish
European
International

Analysis/Comment

NEWS :
INTERNATIONAL

Last Updated: Mar 15th, 2006 06:49:53

RFID Chips: Is your cat infected with a
Computer Virus?

Email this article
Printer friendly page

By Finfacts Team
Mar 15, 2006, 06:38

Ads by Google
RFID
RFID Chip
RFID Chips
RFID Tracking

ji Web n
lk
m
n
j Finfacts
lk
m

Google Search

Federal Reserve Beige Book
presents benign picture of
US economy
Wednesday Newspaper
Review - Irish Business
News and International
Stories
RFID Chips: Is your cat
infected with a Computer
Virus?
Oil price rises towards $62;
Shares down in Asia, Europe
and Dublin

A group of European computer researchers
have demonstrated that it is possible to
insert a software virus into radio frequency
identification tags, part of a microchipbased tracking technology in growing use
in commercial and security applications.

IMF says economic impact of
avian flu pandemic would be
severe but followed by a
rapid recovery

In a paper to be presented today at an
academic computing conference in Pisa,
Italy, the researchers plan to show how it is
possible to infect a tiny portion of memory
in the chip, which can hold as little as 128
characters of information.
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aggressive lowering of bad
cholesterol LDL can reverse
heart disease

Until now, many computer security experts
have dismissed the possibility of using such tags, known as RFID chips, to spread
a computer virus because of the tiny amount of memory on the chips.
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The tracking systems are intended to improve the accuracy and lower the cost of
tracking goods in supply chains, warehouses and stores. Radio tags store far more
data about a product than bar codes and can be read more quickly. They have
even been injected into pets and livestock for identification.
The chips have already raised concerns over privacy and surveillance, given
their tracking ability. Now the researchers have added a series of prospects,
including the ability of terrorists and smugglers to evade airport luggage
scanning systems that will use RFID tags in the future.
In the researchers' paper, "Is Your Cat Infected With a Computer Virus?," the
group, affiliated with the computer science department at Vrije Universiteit in
Amsterdam, also describes how the vulnerability could be used to undermine a
variety of tracking systems.
The authors ask: Is your cat infected with a computer virus? They say that it might
be. Many pets, as well as commercial livestock, have been injected with a tiny
microchip that can identify them if they get lost (pets) or are later found to habor
disease (livestock). Up until now, no one thought these microchips, called RFID
tags, could themselves be infected with computer viruses. Now researchers at the
Vrije Universiteit have discovered that computer viruses in animals, supermarket
products, airline baggages and other physical objects are a real threat.
Fortunately, the VU researchers have also produced some countermeasures that
companies can take to prevent these RFID viruses from attacking.
RFID tags are tiny, inexpensive microchips that can be attached to physical
objects, such as products in a supermarket, or injected into animals. When a
specialized kind of chip reader attached to a computer sends out a radio wave on
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a certain frequency, all RFID tags within range respond to it by identifying
themselves. The retail sector, for example, is planning to replace the now-familiar
bar code with RFID tags in the coming years because RFID-tagged products can
be scanned much faster and more accurately than products with bar codes. In
some cases, the scanning will be automatic: as the customer walks out of the
store, all the products he or she has will be scanned, along with the customer's
bank or credit card. The charge will then appear directly on the bank or credit card
statement, with no human intervention. Walmart, the world's largest store, is
planning to introduce RFID chips in the next few years, which will result in many
manufacturers putting RFID tags on their products.

according to a new survey
from the Economist
Intelligence Unit

RFID tags are also being used for many other applications, including public transit
tickets, toll payments on highways (EZ-pass), pet and livestock tracking, baggage
management at airports, ski-lift passes, and many more.
Ads by Goooooogle

Advertise on this site

What is RFID?
Report examines the facts about Radio Frequency Identification.
Consumer-Research-Guide.com

Livestock RFID Tag System
Electronic identification tags etc. for beef/dairy cattle, swine, sheep
www.rfidtagstcc.com

RFID Readers and Tags
Manufacturers of RFID Readers Next Generation RFID Solutions
www.righttag.com

Get free RFID info now
Avoid Getting Burned. Get all the facts. Full RFID info here.
rfidsurvival.com

These tags, which are already controversial due to their unresolved privacy issues,
now face a new problem: computer viruses. Researchers at the Vrije Universiteit in
Amsterdam have discovered how to put a computer virus on an RFID tag,
something previously thought impossible due to the tag's limited memory.
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Melanie Rieback, a Ph.D. student supervised by Andrew Tanenbaum, gave a live
demonstration of an RFID virus on 15 March at the Fourth Annual IEEE
Conference on Pervasive Computing and Communications (IEEE PerCom) in
Pisa, Italy. Rieback's paper, entitled 'Is Your Cat Infected with a Computer Virus,'
provides the first-ever exposition of RFID malware (viruses worms, and related
digital pests). Her paper, a candidate for the Best Paper Award, explains how
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attackers can use RFID tags to compromise the databases used by all RFID
applications (for example, the supermarket's product and price database). The
attacks exploit the same software weaknesses that PC viruses and worms do and
can have the same devastating consequences.
Once a single infected RFID tag is injected into the system, the virus can spread.
Here is an example scenario: starting in May 2006, the Las Vegas airport, which
handles 2 million bags a month, will start using RFID tags to label baggage in an
attempt to speed up baggage handling. A malicious individual could put an infected
RFID tag on his suitcase (or someone else's suitcase). The bag will be scanned
when approaching a Y-junction, to determine which direction it should go. However
the mere act of scanning could infect the airport's baggage database, and as a
result, all bags checked in after could receive infected baggage labels. As these
bags move to other airports, they would be rescanned -- and within 24 hours,
hundreds of airports could be infected worldwide. A smuggler or terrorist using this
technique could hide baggage from airline and government officials. Or a recentlyfired airline employee could get revenge on his ex-employer by routing its bags
destined for Greece to Siberia.
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Fortunately, there is a number of relatively standard countermeasures that can
reduce the threat of RFID viruses. Rieback's paper emphasizes that RFID
developers need to conduct audits, and must not neglect to apply safe
programming and good security practices. However, while countermeasures can
help reduce the threat of RFID viruses, they take time, people, and money to
implement. Therefore, it is essential that RFID developers and deployers check the
security of their RFID systems now -- before their software achieves widespread
deployment.
More information about RFID viruses can be found on the World Wide Web at
www.rfidvirus.org. The IEEE PerCom paper 'Is Your Cat Infected with a
Computer Virus' is located here. Additionally, the VU research team has
conducted extensive work on RFID security and privacy protection, resulting in the
RFID Guardian, a personal device for RFID privacy management. The RFID
Guardian project homepage is located here.
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